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SVWITCH

Vulcan’s concentration and craftsmanship are
needed to record Mercury’s adventures and
metamorphoses.

Mercury’s swiftness and mobility are needed to
make Vulcan’s endless labors become bearers of
meaning.

- ltalo Calvino, Genius - Six Memos for the Next Millennium, 1988
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Vulcan’s concentration and craftsmanship are
needed to record Mercury’s adventures and
metamorphoses.

Mercury’s swiftness and mobility are needed to
make Vulcan’s endless labors become bearers of
meaning.

- ltalo Calvino, Genius - Six Memos for the Next Millennium, 1988

https://commons.wikimedia.org/wiki/File:Andrea_Mantegna_045.jpg
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What we do
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NREN (National Research and Education Network)

Registry for .ch/.li - cc TLDs
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Our customers
Education, Research & Innovation

(ERI) Community

« Swiss universities on tertiary level (academic
sector) and their research institutions
extended ERI community

Internet Community

» Internet Service Providers,
Hosters, Domain Registrars

Critical infrastructure organisations (CIO)

« Banking, Industry & Logistics, Energy; Healthcare,
Government

” ©2021 SWITCH | 6
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25 years SWITCH-CERT - information sharing
and trusted community

Customers Services
* Universities Cyber Threat Intelligence, Detection,
* Hospitals Incident and Response as core
. Banks competences
* Industry &
Logistic

Your benefits

Comprehensive incident support and
optimal network security, especially
for the Swiss Internet

SVWITCH
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st cyber security threats in 2021

05/03/2021

Leading causes of ransomware attacks reported by MSPs:

Phishing emalls 60

Weak passwords,

Open RDP access

Clickbait
17

Malicious websites
1 https://www.gdatasoftware.com/blog/biggest-

Lost/stolen user credentials security-threats-2021
10%

Lack of funding for IT security solutions
8%

Lack of executive buy-In for adopting security solutions
B%

“Suvey mspondent

Datto Inc, 2020: Dattos Global State of the
Channel Ransomware Report.

” ©2021 SWITCH | 10
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of CISOs say
security culture
is their No. 1
hot topic.

Livingsecurity 2020: 7 Essential Trends of Human Risk

Management For 2021
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I have nothing to hide.

— All my friends who do not work in Cybersecurity.
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Though 79%

of people say
they can spot a
phishing attempt

nearly half (49%) admit
they have clicked on an
unknown link while at
work.

The Takeaway:

Humans are at the heart of cybersecurity. Train them weil to defend against cybercrime,
and they can become powerful agents of detection and pravention.

Livingsecurity 2020: 7 Essential Trends of Human Risk Management For 2021

> © 2021 SWITCH | 13



What people say

91%

91% say they know using the
same or a variation of the same
password isarisk...

80%
80% agree that having their

passwords compromised is something
they're concerned about ...

77%
77 % say they are informed of password
protection best practices...

> © 2021 SWITCH | 14
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What people do

66%

... however, when creating passwords,
66% of respondents always or mostly use
the same password or a variation - thisis
up 8% from our findings in 2018.

48%
... and yet 48% said if it’s not required,

they never change their password -
which is up from 40% in 2018.

54%
... however 54% keep track of
passwords by memorizing them

LastPass 2020: Psychology of Passwords: The online Behavior that’s putting you at risk
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We don’t know what we don’t know.

We don’t care.

” ©2021 SWITCH | 15
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AHHHHHHHHHHHHH!

— All my friends who work in Cybersecurity.

> © 2021 SWITCH | 16
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Shaming the human factor

DAU! !:

_A Weakest Link!

Luser! !\

ﬁ Biggest Security Threat!

Layer 8 problem! (
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SECURITY AWARENESS
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Security Awareness ...

OECD Guidelines for the Security of
Information Systems and Networks:
..."“is the first line of defence for the
security of information systems and

ISO 27000:2016:
...“is [one of the] fundamental principles
[that] contribute to the successful

tworks.”
implementation of an ISMS”. NELWOrks
NIST SP800-50: [wikipedia: R
...’ program explains proper rules of ..."is the knowledge and attitude members
behavior for the use of agency IT systems of an organization possess regarding the
and information. [...] it starts with protection of the physical, and especially

awareness, builds to training, and evolves \informational, assets of that organization.”
into education.” <

»” ©2021 SWITCH | 21
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Security Awareness ...

OECD Guidelines for the Security of

Information Systems and Networks:
ISO 27000:2016:

. ..."is the for the
.. IS [one (,)f the] principles security of information systems and
[that] contribute to the successful networks.”
implementation of an ISMS”.

(wikipedia: )
NIST SP800-50: ...“is the knowledge and attitude
...’ program explains proper rules of members of an organization possess
behavior for the use of agency IT systems regarding the protection of the physical,
and information. [...] it starts with and especially informational, assets of that
, builds to , and Korganization.”

evolves into ”
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Percentage of Time Spent on Security Awareness

w
o
R

Percentage of responses

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Percentage dedicated to security awareness

SANS: 2021 Security Awareness Report. Managing Human Cyber Risk
” ©2021 SWITCH | 23
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Security Awareness ...

OECD Guidelines for the Security of

Information Systems and Networks:
ISO 27000:2016:

. ..."is the for the
.. IS [one (,)f the] principles security of information systems and
[that] contribute to the successful networks.”
implementation of an ISMS”.

(wikipedia: )
NIST SP800-50: ...“is the knowledge and attitude
...’ program explains proper rules of members of an organization possess
behavior for the use of agency IT systems regarding the protection of the physical,
and information. [...] it starts with and especially informational, assets of that
, builds to , and Korganization.”

evolves into ”
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AWARENESS
Raising awareness of and
interest in a special topic

—

Learning and training
(new) skills

@\ "

EDUCATION
Learning new skills
and the theory
behind them

” ©2021 SWITCH | 25
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Backgrounds of Security Awareness Professionals

Physical Security

Information Technology
Information Security
Marketing/Graphic Design
Communications/Public Relations
Human Resources
Legal/Audit/Compliance

Software Development

Training

Other

o
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W
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o
&
(=]
(=]
w
o
(=]

Number of Respondents

SANS: 2021 Security Awareness Report. Managing Human Cyber Risk
” ©2021 SWITCH | 26
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e " Lucerne Unive
mzurlch E P F L Aogiled Scte Bachelor in Information and Cyber
HOCHSCHULE (| Security A field of activity with great
: : LUZERN otential
Master in Cyber Security P
Kernm l
Joint program EPFL-ETHZ e Odu e

CORE COURSES
252-0463-00L Security Engineering autumn 7 ]
252-1414-00L System Security autumn 7 » Algorithmen & Datenstrukturen
263-4640-00L Network Security autumn 8 . Betriebssysteme & Sicherheit
263-465000L Applled Cryplography sping 8 « Computer & Network Architecture
CORE ELECTIVES » Datenbanksysteme
252-0811-00L Applied Security Laboratory autumn 8 « Datenschutz
252-1411-00L Security of Wireless Networks autumn 6 . .
227-0575-00L Advanced Topics in Communication Networks autumn 6 * Dls!(rete Mathematik
227-0579-00L Hardware Security autumn 6 » Ethik
252-0408-00L Cryptographic Protocols spring 6 * Information Security Fundamentals
263-2925-00L Program Analysis for System Security + Reliability spring 6 . .
263-4600-00L Formal Methods for Information Security spring 5 * Information Securlty Lab_ i
263-4656-00L Digital Signatures sping 4 » Management of Information Security

» Objektorientierte Programmierung
SEMINAR atleast 2 . . f .
252-4601-00L Current Topics in Information Security autumn 2 * Secu I’I’[y Requ“?ment Engmeermg
263-4651-00L Current Topics in Cryptography spring 2 *  Web-Technologien
SEMESTER PROJECT 12
260-0100-00L Semester Project 12
INTER FOCUS COURSES 16
263-0006-00L Advanced Systems Lab spring 8
263-0007-00L Algorithms Lab autumn 8
263-0008-00L Computational Intelligence Lab spring 8
263-0009-00L Information Security Lab autumn 8

https://inf.ethz.ch/studies/master/master-cybsec.html

” ©2021 SWITCH | 27
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CAS Angewandte IT-Sicherheit

Modul "Security Architecture and Management"

Modul "Cryptography and Network Security"

Modul "Software and Systems Security"

SVWITCH

digicomp
CAS Cyber Security Exp

Consists of the following modules

* |SO/IEC 27001 Foundation

¢ |SO/IEC 27001 Foundation in ISMS Exam

Pflicht Module

Name

Betriebssystemsicherheit

Diskrete Mathematik

Einfilhrung in die Kryptographie 1
Netzsicherheit 1

Rechnerarchitektur

Einfilhrung in die Kryptographie 2
Einfiihrung in die theoretische Informatik
Netzsicherheit 2

Kryptographie

Summe

MASTER |T-S|CHERHE|T / NETZE UND SYSTEME po 13 o Cyber Security — Implement Network and System Security («P3S»)

e Cyber Security Tester — Hands-on Foundation («HAK»)

* Cyber Security Tester — Hands-on Professional («HAK2»)
e Cyber Security Tester - Hands-on Advanced («HAK3»)

s OSSTMM Professional Security Tester Fast Track («BPST»)
¢ Secure Web Development («SWO»)

* Exam Preparation

https://www.digicomp.ch/weiterbildung/trainings-fuer-it-professionals/it-security/cas-cyber-security-expert/lehrgang-cas-cyber-security-expert

” ©2021 SWITCH | 28

https://www.zhaw.ch/de/engineering/weiterbildung/detail/kurs/cas-angewandte-it-sicherheit/
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Cybersecurity Team Roles

Real-world team role allocation in cybersecurity aligns closely with
what current professionals describe as ideal.

Il Current Average Percentage of Cybersecurity Teamn Roles

Ml deal Average Percentage of Cybersecurity Team Roles

21%
Security Operations
20%
16%
Security Administration
15%
14%
Risk Management
13%

13%
Compliance
12%
11%
Secure Software Development
12%
Operation Technology Security (ICS) v
peration Technology Security
1%
. 8%
Penetration Testing
9%

7%
Forensics
8%

SVWITCH

Cybersecurity Workforce Study

Top Cybersecurity Skills Needed

Cybersecurity professionals plan to develop their skills across multiple areas over the next
two years, with 40% specifically naming cloud computing security as an area of focus.

Cloud computing security _ 40%
Risk assessment, analysis and management _ 28%
Security analysis _ 28%
Governance, risk management and compliance (GRC) _ 26%
Threat intelligence analysis _ 26%
Application security _ 25%
Security engineering _ 24%
Security administration _ 23%
Data management protection _ 22%
Penetration testing _ 22%

> © 2021 SWITCH | 29

https://www.isc2.org/Research/Workforce-Study
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We don’t have the expertise.

We don’t have the time.

” ©2021 SWITCH | 30
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Cybersecurity needs...

...more interdisciplinarity.

” ©2021 SWITCH | 31
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Let’'s imagine...

” ©2021 SWITCH | 32
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If you want people to do something, make it easy.

— Richard Thaler, Professor of Behavioral Science and Economics at
the University of Chicago Booth School of Business

> ©2021 SWITCH | 33
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What's the message?

allow vs. forbid

> © 2021 SWITCH | 34
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How to protect our data?

Passwords
Complex passwords

Regular password change
Unique passwords

MFA

” ©2021 SWITCH | 35
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How to protect our data?

Passwords

Complex passwords
Regular password change
Unique passwords

MFA
Password manager/vault

” ©2021 SWITCH | 36



Is it 2FA? MFA?

Facebook

English

Two-factor authentication

German

Zweistufige Authentifizierung

French

Authentification a deux facteurs

SVWITCH

Italian

Autenticazione a due fattori

Twitter

Two-factor authentication

Zwei-Faktor-Authentifizierung

Authentification a deux facteurs

Autenticazione a due fattori

LinkedIn

Two-step verification

Zweistufige Authentifizierung

Vérification en deux étapes

Verifica in due passaggi

Instagram

Two-Factor Authentication

Zweistufige Authentifizierung

Authentification a deux facteurs

Autenticazione a due fattori

Google

2-Step Verification

Bestatigung in zwei Schritten

Validation en deux étapes

Verifica in due passaggi

Wordpress

Wordfence Login Security (2FA)

Wordfence Login Security (2FA)

Wordfence Login Security (2FA)

Wordfence Login Security (2FA)

edulD

Two-Step Login

Two-Step Login

Authentification en deux étapes

Login in due passaggi

NCSC

two-factor authentication

Zwei-Faktor Authentifizierung

Authentification forte (a deux facteurs)

Autenticazione a due fattori

” ©2021 SWITCH | 37




Where are the security settings?

SVWITCH

LinkedIn Settings & Privacy | Sign in & Security | Account Access | Two-step verification
Facebook Settings and Privacy | Settings | Security and login | Two-factor authentication
Instagram Settings | Privacy and Security | Two-Factor Authentication

Twitter More | Security and Account access | Security | Two-factor authentication

” ©2021 SWITCH | 38



SVWITCH

IKT-Fa(IpIeute sind europaweit meist Manner
WO men at WOf'k | n C)’b ersecu rity Frauenanteil an den beschaftigten IKT-Fachleuten pro Land 2014

Buigarien et 1 2%
Estond e | 7
vond 1 Y '
With a more accurate approach to surveying scweden 3am [ 9 o
the cybersecurity workforce, (ISC)? found spanien 2= [ 17
that nearly one quarter of respondents to Deutschland e | 7%
our workforce study were female. o) u == I 1
24 /O frankceich 111 [, 1 ;
Gsterreich [————————E |0
seweiz (3 [ ;.
Women || Men raten 1 1 | > %
Luxemburg e [ 10 %

Quelle: Eurostat Franffurter Allgemeine  statistaZa

https://www.isc2.org/-/media/ISC2/Research/ISC2-Women-in-Cybersecurity-Report.ashx
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Women's Representation
in Big Tech

Percentage of female employees in the workforce
of major tech companies”

M Total Workforce ™ Leadership Jobs ™ Tech Jobs

45% ———————— U.S. Civilian Labor Force 47% |

amazon  facebook .' Google B2 Microsoft

* |latest available data as of June 2021
Source: Company reports

©@®O statista %

SVWITCH
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Employing more women is not enough,
but it is a good start. ‘

” ©2021 SWITCH | 41
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Cybersecurity needs...

...more interdisciplinarity.
...more diversity. ‘

” ©2021 SWITCH | 42
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Cybersecurity is not about fixing the IT
infrastructure —

but about interactions between technology and
social actors.

— Dr. Myriam Dunn Cavelty, Senior Lecturer for Security Studies (ETHZ)

> © 2021 SWITCH | 43
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Human-Centred Security: Positively

Human-Centred Security: Addressing
psychological vulnerabilities

influencing security behaviour

H-SRTICLE

l;asswords and the evolution of imperfect authentication About this webinar

Human error and negligence still contribute to a significant number of security incidents, yet current

Authors: jaseph Gonneay, § Carmas Heriey, (@) Paul C. van Oorschat, & Frank Stajano
s N S AT approaches to mitigating this risk are failing to have the desired impact. Many organisations have not
always prioritised the effective management of this risk and have historically relied upon security awareness

to influence security behaviour. Yet this only resolves a small part of the problem and neglects other factors.

Publication: Communicatians of the ACM » Juno 3015 » hrepejjdal.org/16.414 512690390

A robust human-centred security programme is required.

“Information security should put humans at the centre. If they truly are security’s IFIP Intern ation a I Sym posi um on Human Aspects of I nformation
‘weak point’ then start by understanding their vulnerabilities and managing them™ Sec u rity & Ass urance ( HAISA 20 2 1 )

Virtual (Online), 7t - oth July 2021

Why human-centred cyber
security is the future

° Superscript Nov 27,2017 - 4 min read

directions

79 :;1 Journal of Information Security and Applications

£oNile Volume 34, Part 1, June 2017, Pages 76-81

Contemplating human-centred security & privacy

ty_privacy_research_Suggesting_future

:/lwww .brighttalk.com/webcast/9923/456327/human-centred-security-positively-influencing-security-behaviour

Igosuperscript.com/blog/why-human-centred-cyber-security-is-the-future/

:/lIwww.securityforum.org/research/human-centred-security/
://dl.acm.org/doi/10.1145/2699390

:/Iwww.usenix.org/conference/soups2021

https://www.researchgate.net/publication/318284979_Contemplating_human-

research: Suggesting future directions . . 2
| Seventeenth Symposium on Usable Privacy and
Karen Renaud &, Stephen Flowerday *& . 5 2
: Security §
|
/7 ©2021 SWITCH | 44 §eEfgss
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RUHR-UN|VERS|TAT BOCHUM A-Z |OVERVIEW | SEARCH | CONTACT

MOBILE SECURITY

m TEACHING

RUB » El » MOBSEC » Teaching » Courses » Usable Security and Privacy

INTRODUCTION TO USABLE SECURITY AND PRIVACY (BACHELOR)

Die Studierenden verstehen die grundsétzliche Problematik und Wichtigkeit der Benutzbarkeit von technischen Systemen durch Men-
schen, insbesondere im Umgang mit IT Sicherheitstechnik. Dariiber hinaus erlangen sie ein grundlegendes Verstandnis von Methoden
und zentralen Erkenntnissen der Usable Security und Privacy Forschung, sowie grundlegende Handreichungen fir die Praxis. Die Vorle-
sung behandelt insbesondere folgende Themen:

3 Einfilhrung 2 Uperblick
3 Entstehung des Forschungsgebietes
2 Grundiagen menschlichen Verhaitens in der IT Sicherheit

Methodische I3 Einflhrung Quantitative Methoden (z. B. Usability-Experimente) USABLE SECURITY AND PRIVACY (M ASTER)
Grundlagen 3 Einflhrung Qualitative Methoden (z. B. Interviews/Umfragen)
2 Statistische Methoden (deskriptive Statistik, statistische Tests) Diese Veranstaltung vermitteit Kenntnisse der Usable Security und Privacy. Die Studierenden verstehen, warum die Usability technischer

Systeme entscheidenden Einfluss auf deren Sicherheit haben kann. Dariiber hinaus sollen Sie in die Lage versetzt werden, einfache Studi-

Zentrale Anwen- I L3 Benutzbare Authentifizierung I en zur Usability selbst durchzufiihren. Die Vorlesung behandelt insbesondere folgende Themen:
dungen

[ > \S/erscrlﬂuiselungstechniken von Dateien und Kommunikation = Uberblick I—u Beitzbire Autheriifiiening I
e s I Nutzer und Phishing

3 Developers

3 Operators O Vertrauen/Trust, PKI, PGP

3 Privatheit und Tor

Lecture: Introduction to Usable Security and Privacy I3 Privacy policies
2 Design und Auswertung von Benutzerstudien

Lecture: Usable Security and Privacy

> © 2021 SWITCH | 45 https://www.mobsec.ruhr-uni-bochum.de/lehre/courses/usable_security _and_privacy/



SVWITCH

WOMEN

NS HAPE IN CYBER

DAX. 2021

WOMEN IN CYBER DAY Part Il

11 Now, 14:00 = 17:00
Oaline Conference

ter diversity and inclusion in

| technologyand innovation

- Girls in Tech Switzerland

django girls

We inspire women to fall in love
with programming.

Django Girls organize free Python and Django workshops, create open sourced online

tutorials and curate amazing first experiences with technology.

/E. - EUROPEAN WOMEN
[/ IN TECHNOLOGY

> © 2021 SWITCH | 46
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Security Awareness Day 2021

5 October 2021 | online

https://swit.ch/security-awareness-day

Security
Awareness
Insider

https://www.securityawarenessinsider.ch

” ©2021 SWITCH | 47
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Working for a better digital world



