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What could possibly go wrong?
The Human Factor in Cybersecurity
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Vulcan’s concentration and craftsmanship are 

needed to record Mercury’s adventures and 
metamorphoses. 

Mercury’s swiftness and mobility are needed to 
make Vulcan’s endless labors become bearers of 
meaning.

- Italo Calvino, Genius - Six Memos for the Next Millennium, 1988
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https://commons.wikimedia.org/wiki/File:Mercurybyhendrickgoltzius.jpeg

https://commons.wikimedia.org/wiki/File:Andrea_Mantegna_045.jpg
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What we do

NREN (National Research and Education Network)

Registry for .ch/.li - cc TLDs
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Our customers

Internet Community
• Internet Service Providers, 

Hosters, Domain Registrars

Education, Research & Innovation 

(ERI) Community 
• Swiss universities on tertiary level (academic 

sector) and their research institutions

• extended ERI community

Critical infrastructure organisations (CIO)
• Banking, Industry & Logistics, Energy; Healthcare, 

Government
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Integrated Offer

Video

Management

Collaboration Procurement

Infrastructure &

Data Services

Network

Registry

Trust & Identity

Security
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SWITCH-CERT

25 years SWITCH-CERT – information sharing 

and trusted community

Your benefits

Comprehensive incident support and 

optimal network security, especially 
for the Swiss Internet 

Customers
• Universities

• Hospitals

• Banks

• Industry & 
Logistic

Services

Cyber Threat Intelligence, Detection, 

Incident and Response as core 
competences
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Datto Inc, 2020: Dattos Global State of the

Channel Ransomware Report. 

Livingsecurity 2020: 7 Essential Trends of Human Risk

Management For 2021

https://www.gdatasoftware.com/blog/biggest-

security-threats-2021
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I have nothing to hide.

– All my friends who do not work in Cybersecurity.
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Google images: cybersecurity

May 28 2021, 6pm CET
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Livingsecurity 2020: 7 Essential Trends of Human Risk Management For 2021
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LastPass 2020: Psychology of Passwords: The online Behavior that’s putting you at risk
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We don’t know what we don’t know.

We don’t care.



© 2021 SWITCH | 16

AHHHHHHHHHHHHH!

– All my friends who work in Cybersecurity.
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Shaming the human factor

Weakest Link!

DAU!

Layer 8 problem!

Biggest Security Threat!

Luser!
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SECURITY AWARENESS
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Security Awareness …

ISO 27000:2016: 
…“is [one of the] fundamental principles 

[that] contribute to the successful 
implementation of an ISMS”. 

NIST SP800-50: 
…”program explains proper rules of 

behavior for the use of agency IT systems 
and information. […] it starts with 
awareness, builds to training, and evolves 
into education.” 

OECD Guidelines for the Security of 
Information Systems and Networks: 

…“is the first line of defence for the 
security of information systems and 
networks.” 

wikipedia: 
…“is the knowledge and attitude members 

of an organization possess regarding the 
protection of the physical, and especially 
informational, assets of that organization.” 
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SANS: 2021 Security Awareness Report. Managing Human Cyber Risk 

2018
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TRAINING

Learning and training 

(new) skills

AWARENESS

Raising awareness of and 

interest in a special topic

EDUCATION

Learning new skills 

and the theory 

behind them
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2017

2018

SANS: 2021 Security Awareness Report. Managing Human Cyber Risk 
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https://inf.ethz.ch/studies/master/master-cybsec.html
https://www.epfl.ch/education/master/programs/cyber-security/

https://www.hslu.ch/en/lucerne-school-of-information-technology/degree-programs/bachelor/information-and-cyber-security/

• Algorithmen & Datenstrukturen

• Betriebssysteme & Sicherheit

• Computer & Network Architecture

• Datenbanksysteme

• Datenschutz

• Diskrete Mathematik

• Ethik

• Information Security Fundamentals

• Information Security Lab

• Management of Information Security

• Objektorientierte Programmierung

• Security Requirement Engineering

• Web-Technologien
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https://www.digicomp.ch/weiterbildung/trainings-fuer-it-professionals/it-security/cas-cyber-security-expert/lehrgang-cas-cyber-security-expert
https://www.zhaw.ch/de/engineering/weiterbildung/detail/kurs/cas-angewandte-it-sicherheit/

https://www.ei.ruhr-uni-bochum.de/studium/its/master-ns/
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https://www.isc2.org/Research/Workforce-Study
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We don’t have the expertise.

We don’t have the time.
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Cybersecurity needs…

…more interdisciplinarity.

…more diversity.
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Let’s imagine…
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If you want people to do something, make it easy.

– Richard Thaler, Professor of Behavioral Science and Economics at 

the University of Chicago Booth School of Business
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allow vs. forbid

What’s the message?
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How to protect our data?

Passwords

Complex passwords

Regular password change

Unique passwords

MFA
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How to protect our data?

Passwords

Complex passwords

Regular password change

Unique passwords

MFA

Password manager/vault
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Is it 2FA? MFA?

English German French Italian

Facebook Two-factor authentication Zweistufige Authentifizierung Authentification à deux facteurs Autenticazione a due fattori

Twitter Two-factor authentication Zwei-Faktor-Authentifizierung Authentification à deux facteurs Autenticazione a due fattori

LinkedIn Two-step verification Zweistufige Authentifizierung Vérification en deux étapes Verifica in due passaggi

Instagram Two-Factor Authentication Zweistufige Authentifizierung Authentification à deux facteurs Autenticazione a due fattori

Google 2-Step Verification Bestätigung in zwei Schritten Validation en deux étapes Verifica in due passaggi

Wordpress Wordfence Login Security (2FA) Wordfence Login Security (2FA) Wordfence Login Security (2FA) Wordfence Login Security (2FA)

eduID Two-Step Login Two-Step Login Authentification en deux étapes Login in due passaggi

NCSC two-factor authentication Zwei-Faktor Authentifizierung Authentification forte (à deux facteurs) Autenticazione a due fattori
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Where are the security settings?

LinkedIn Settings & Privacy | Sign in & Security | Account Access | Two-step verification

Facebook Settings and Privacy | Settings | Security and login | Two-factor authentication

Instagram Settings | Privacy and Security | Two-Factor Authentication

Twitter More | Security and Account access | Security | Two-factor authentication
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https://www.isc2.org/-/media/ISC2/Research/ISC2-Women-in-Cybersecurity-Report.ashx
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Employing more women is not enough,

but it is a good start.
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Cybersecurity needs…

…more interdisciplinarity.

…more diversity.
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Cybersecurity is not about fixing the IT 
infrastructure –

but about interactions between technology and 
social actors. 

– Dr. Myriam Dunn Cavelty, Senior Lecturer for Security Studies (ETHZ)
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https://www.mobsec.ruhr-uni-bochum.de/lehre/courses/usable_security_and_privacy/
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https://swit.ch/security-awareness-day

https://www.securityawarenessinsider.ch



Working for a better digital world


